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Abstract: Financial fraud detection is challenged by severe class imbalance, evolving adversarial
tactics, and the demand for explainable decisions. To address these issues, we propose
FraudGuardian, a novel deep learning framework for robust and interpretable fraud detection.
FraudGuardian integrates two synergistic learning mechanisms: Self-supervised Consistency
Learning (SCL) captures intrinsic normal patterns at the local event level to improve sensitivity to
subtle anomalies, while Adversarial Feature Mining (AFM) actively synthesizes challenging
samples to learn a more generalized decision boundary. These components are dynamically
balanced through an adaptive multi-task optimization scheme, effectively mitigating data
imbalance. Extensive experiments on real-world financial transaction datasets show that
FraudGuardian significantly outperforms state-of-the-art methods, achieving 97.9% AUC, 90.6%
PR-AUC, and 86.2% F1-Score on a challenging credit card fraud dataset, representing a 3.1% PR-
AUC improvement over the best baseline. Ablation studies validate the contribution of each
component. Moreover, FraudGuardian demonstrates strong generalization in cross-dataset and
cross-attack-type evaluations, with a 9.1% F1Score improvement over baselines when detecting
novel fraud strategies. The framework also provides interpretability by highlighting suspicious
local patterns, offering a powerful and generalizable solution for enhancing secure transaction
systems.
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1. Introduction

The rapid growth of digital financial transactions has made robust fraud detection
systems a critical line of defense for both financial institutions and end users [1-4].
Although deep learning models have achieved promising performance in identifying
fraudulent activities, they face several persistent challenges, including severe class
imbalance, the continuously evolving nature of adversarial fraud patterns, and the need
for models that generalize effectively to novel attack strategies and unseen data
distributions.

Inspired by recent advances in structured financial data understanding [1,5-7] and
dynamic graphbased fraud detection [2,8], existing fraud detection methods-ranging from
tree-based models such as XGBoost to deep neural networks-predominantly rely on
learning patterns from historical data [9,10,11]. Consequently, they are prone to
overfitting to known fraud types and often exhibit limited effectiveness against
sophisticated, previously unseen attacks. Recent efforts have explored selfsupervised
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learning to acquire more generalized representations [12-14]. Building upon the
interpretability framework proposed in [3,15], we recognize that these approaches are
typically designed for balanced datasets and therefore struggle to address the extreme
class imbalance inherent in fraud detection, where fraudulent cases are exceedingly rare
[16-18]. Moreover, they generally lack a mechanism to proactively challenge the model's
decision boundaries-a key capability for learning robust features that can resist adversarial
attempts to evade detection.

To overcome these limitations, extending the adversarial modeling concepts from [19,
20] and outperforming existing baselines including, we propose FraudGuardian (Figure
1), a novel framework designed for robust and generalizable financial fraud detection
[1,2,21]. Our core insight is to synergistically integrate local pattern analysis with global
adversarial robustness learning. Specifically, FraudGuardian incorporates two
complementary components: Selfsupervised Consistency Learning (SCL) and Adversarial
Feature Mining (AFM). SCL operates on sequences of transaction events, enforcing
consistency between stochastically augmented local views to capture intrinsic normal
behavior patterns and enhance sensitivity to subtle anomalous correlations-all without
requiring fine-grained labels. In parallel, AFM actively synthesizes challenging adversarial
features by perturbing global transaction embeddings toward the model's current decision
boundary, thereby encouraging the learning of a smoother and more generalized fraud
detector. An adaptive multi-task optimization scheme dynamically balances these two
objectives and employs importance-aware sampling to mitigate the severe class imbalance.

Challenges in Traditional Fraud Detection FraudGuardian: Robust Solution
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Motivation: Traditional methods struggle with class imbalance and evolving fraud,
while FraudGuardian integrates SCL and AFM for robust, interpretable detection.

Figure 1. Motivation for FraudGuardian.

Left panel illustrates challenges in traditional fraud detection: severe class imbalance,
overfitting to known fraud patterns, and vulnerability to novel attacks. Right panel shows
how FraudGuardian addresses these challenges through Self-supervised Consistency
Learning (SCL) and Adversarial Feature Mining (AFM), achieving robust and
interpretable detection with improved generalization.

Extensive experiments on multiple real-world financial fraud datasets demonstrate
that FraudGuardian achieves state-of-the-art performance, substantially outperforming
existing methods under both standard an challenging cross-dataset and cross-attack-type
evaluation scenarios. Ablation studies further validate the necessity and complementary
nature of each proposed component.

The main contributions of this work are summarized as follows:
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1)  We propose FraudGuardian, a novel deep learning framework that unifies self-
supervised consistency learning with adversarial feature mining to address the
key challenges of generalization and severe class imbalance in financial fraud
detection.

2) We introduce Self-supervised Consistency Learning (SCL), which guides the
model to learn robust local patterns from transaction sequences by enforcing
invariance to stochastic augmentations, thereby enhancing its sensitivity to
subtle fraud indicators.

3) We design Adversarial Feature Mining (AFM), a mechanism that proactively
synthesizes challenging features near the decision boundary to improve model
robustness and generalization against evolving fraudulent strategies.

4)  We develop an adaptive optimization strategy that dynamically balances the
SCL and AFM objectives and incorporates importance-aware sampling to
effectively learn from highly imbalanced data.

5) Comprehensive evaluations on public and proprietary benchmarks show that
FraudGuardian consistently outperforms state-of-the-art baselines. Detailed
ablation studies and analyses confirm the effectiveness of each component.

The remainder of this paper is organized as follows. Section 3 details the proposed

FraudGuardian framework. Section 4 presents the experimental setup, results, and analysis.
Finally, Section 7 concludes the paper.

2. Related Work
2.1. Traditional ~ Fraud Detection Methods

Financial fraud detection has been extensively studied using traditional machine
learning approaches. Rule-based systems were among the earliest methods, relying on
expert-defined thresholds and patterns [22-24]. Tree-based ensemble methods, such as
Random Forest and XGBoost, have demonstrated strong performance by capturing
nonlinear feature interactions [9,25,26]. However, these methods require extensive feature
engineering and often struggle to adapt to evolving fraud patterns. Deep neural networks
have been applied to learn hierarchical representations automatically, yet they typically
assume balanced data distributions and may overfit to known fraud types [3,27-30].
Recent works have explored graph neural networks to model transaction networks, but
they face scalability challenges with large-scale financial data [2,10,13,31,32].

In contrast, our FraudGuardian framework addresses these limitations through self-
supervised learning and adversarial training, enabling robust detection without relying on
extensive labeled data or manual feature engineering.

2.2. Graph Neural Networks for Fraud Detection

Graph neural networks (GNNs) have gained significant attention for fraud detection
due to their ability to model complex relational structures in transaction data [2,10,13,33].
Methods such as GraphSAGE and GAT aggregate neighborhood information to learn node
representations that capture both local and global graph topology [34-36]. Recent
approaches like CARE-GNN address the camouflage behavior of fraudsters by reinforcing
neighbor selection, while PC-GNN tackles class imbalance through pick-and-choose
neighbor aggregation [37-39]. However, GNN-based methods face several limitations: (1)
they require explicit graph construction, which may not always be available or
meaningful; (2) they suffer from scalability issues with largescale transaction networks;
and (3) they are vulnerable to adversarial graph perturbations. Our FraudGuardian
framework operates on sequential transaction data without requiring graph construction,
while achieving robustness through adversarial feature mining [19,40,41].

2.3. Attention-Based and Transformer Models

Attention mechanisms and Transformer architectures have revolutionized sequence
modeling and have been increasingly applied to fraud detection [42-45]. Self-attention enables
models to capture long-range dependencies and identify relevant patterns across
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transaction sequences [46,47]. Recent works such as TabTransformer and FT-Transformer
adapt Transformers for tabular data, achieving competitive performance with tree-based
methods [48-50]. For fraud detection specifically, attention-based models can highlight
suspicious transaction patterns and provide interpretability [3,51]. However, standard
Transformer models do not explicitly address class imbalance or adversarial robustness,
which are critical challenges in fraud detection. FraudGuardian builds upon the
Transformer architecture but augments it with self-supervised consistency learning and
adversarial feature mining to address these limitations [12,19].

2.4. Self-Supervised Learning for Anomaly Detection

Self-supervised learning has emerged as a powerful paradigm for learning
representations without explicit labels [52-54]. Contrastive learning methods learn
invariant features by maximizing agreement between augmented views of the same
instance [5556]. These techniques have been adapted for anomaly detection, where the
assumption is that normal samples exhibit consistent patterns under augmentation while
anomalies do not [57,58]. Recent works have applied self-supervised objectives to tabular
and sequential data for fraud detection [12,59]. However, most existing approaches focus
on global representations and may miss subtle local anomalies critical for fraud
identification. Our Self-supervised Consistency Learning (SCL) module specifically
targets local event-level patterns within transaction sequences, enhancing sensitivity to fine-
grained anomalies that global methods might overlook [1,16].

2.5. Adversarial Training and Robustness

Adversarial training has been widely studied to improve model robustness against
malicious perturbations [19,40,60]. In the context of fraud detection, adversarial
approaches serve dual purposes: defending against adversarial attacks from sophisticated
fraudsters and generating hard examples to improve generalization [61, 62]. Methods such
as FGSM and PGD generate adversarial examples by perturbing inputs along the gradient
direction [63,64]. Recent works have explored adversarial data augmentation for
imbalanced classification, synthesizing minority class samples to address class imbalance
[65-66]. Our Adversarial Feature Mining (AFM) module differs from prior work by
operating in the feature space rather than input space, generating semantically meaningful
adversarial features that challenge the decision boundary while remaining realistic [2,19].

3. Methodology
3.1. Preliminaries and Problem Formulation
3.1.1. Overview

We introduce FraudGuardian (Figure 2), anovel deep learning framework for robust
and interpretable financial fraud detection [67,68]. To address core challenges-highly
imbalanced data, evolving adversarial fraud patterns, and the need for explainable
decisions-FraudGuardian integrates two synergistic learning mechanisms: Self-supervised
Consistency Learning (SCL) and Adversarial Feature Mining (AFM). SCL models intrinsic
normal behavior patterns by enforcing consistency among local, event-level
representations within a transaction sequence, enhancing sensitivity to subtle anomalies
without fine-grained labels [12,52]. AFM actively synthesizes challenging, boundary-
aware fraud representations in the global feature space by attacking the model's current
decision boundaries, thereby promoting robust generalization [19,60]. An adaptive multi-
task optimization scheme dynamically balances these objectives, prioritizing
underperforming or critical learning signals, which proves particularly effective for
imbalanced datasets [27,69].

247



Journal of Science, Innovation & Social Impact Vol. 2 No. 1 (2026)

[—'\N\r Transaction Sequence Inpu]

Data Preprocessing &
Augmentation
Normalization, Temporal Encoding, Mas ku,

9.2 | SCL (Self-supervised @7 AFM
B_’g Consistency Learning) [ Transformer Encoder Core J (Adversarial Feature Mining)

a

Feature | [ Discriminator
Perturbation

View 1 ‘ View 2
Generation Generation

l »( Adversarial Loss ™ l

,( Consistency ‘
Calculation

Loss Calculation

SCL Loss (Lsc,)

AFM L0sS (Lagn)
Feature Representation r'y
& Aggregatlon

Backpropagation |
& Weight Upﬂsle

Prediction Head

Prediction Output
[ Binary/Multi-class Classifier |

Task Loss (Lyaa)

(Adaptlva O & Total Loss
R ——
L [ Dynamic Weighting & Gradient Descent | -

Uncertainty-based Adaptive Scaling Uncertainty-based Adaptive Scaling

¥
Total Loss (Lyota) @ >

Figure 2. Architecture overview of the FraudGuardian framework.

The Transformer encoder processes transaction sequences to produce event and
global embeddings. The SCL branch (left) enforces consistency between augmented local
views, while the AFM branch (right) generates adversarial features via PGD. Both objectives
are balanced through adaptive optimization with uncertainty-based weighting.

3.1.2.. Input and Output Configuration

Let X € RP denote a sequence of L consecutive financial transaction events. Each
event x: is a D dimensional feature vector that includes attributes such as transaction
amount, time, location, merchant category, and user profile features. The model predicts a
binary label y € {0, 1}, where 0 indicates a legitimate transaction and 1 a fraudulent
transaction. A Transformer-based encoder Eo processes X to produce a sequence of
contextualized event embeddings {e: € RC¢}Land a global transaction embedding g € R¢,
typically from a dedicated '[CLS] 'token. The dimension C is the encoder's hidden size.

3.2. Self-supervised Consistency Learning (SCL)

A key challenge in fraud detection is the absence of labels pinpointing suspicious
events or feature subsets within a transaction sequence [1, 3]. To guide the model toward
meaningful local patterns without such supervision, we propose SCL [12, 52]. Its core premise
is that legitimate transaction sequences exhibit mutual consistency among different sub-
sequences or feature views under a learned metric, whereas fraudulent sequences violate
this consistency.

3.2.1. Local View Generation

Given event embeddings {e:}, we generate two correlated local views via a stochastic
augmentation function A(-). Specifically, A applies: 1) Temporal Masking: Randomly
masking a subset of event embeddings along the time dimension. 2) Feature Dropout:
Randomly zeroing out a subset of feature channels across all event embeddings. Formally,
we obtain two views: VO = A® ({e:}) and V@ = A® ({e4}).

3.2.2. Consistency Loss

Each view is passed through a small projection network ¢ (e.g., a two-layer MLP) to
obtain normalized latent representations. Let z® = hyp(V®). The SCL objective encourages
high similarity between z® and z® from the same transaction while separating
representations from different transactions within a minibatch. We adopt a normalized
temperature-scaled cross-entropy loss (NT-Xent):

LscL = -—% log ex(oin(si "))

|B| ~1€B ZJEBJ;“exp(sm( @ (2))/ )

Where B is a mini-batch, sim (u, v) =u’v/(|u| |v|)denotes cosine similarity, and

7T is a temperature parameter. Minimizing Lsct trains the encoder E¢ to produce event

M
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embeddings invariant to the augmentations, capturing robust local patterns inherent to
normal behavior. For fraudulent transactions, inherent inconsistencies yield higher Lsct, and
its gradient with respect to input features can highlight disruptive local events, providing
explainability.

To counter evolving fraud patterns and enhance generalization to novel attacks, we
introduce AFM [2,19]. Unlike prior feature augmentation methods that interpolate within
known distributions, AFM proactively generates adversarial features by perturbing real
transaction embeddings to maximally confuse the current fraud classifier [56,65].

3.2.3. Adversarial Feature Generation

Let g be the global transaction embedding of a sample. We define a feature
perturbation generator Gy parameterized by ¢, which outputs a perturbation vector 6 =
Gy(g). The goal is to learn perturbations that, when added to g, produce an adversarial
feature g semantically similar to the original yet challenging for the classifier Fy to
classify correctly-simulating fraudsters adapting to bypass detection.

This is formulated as a minimax optimization: Gyaims to maximize the classification
loss for g, while the classifier Fy and encoder E¢ aim to minimize it. For a legitimate
transaction (y = 0), the adversarial feature is generated to push it toward the fraud decision
boundary. Concretely, g* is computed as:

g*%® = Mg + € - sign(VyLcp(Fy(9),7))) (2)

Where Lceis the cross-entropy loss, € controls perturbation magnitude, and I'ls projects
onto an {y-norm ball (e.g., {~) to ensure small, valid perturbations. In practice, we compute
g using a few steps of Projected Gradient Descent (PGD).

3.2.4. Adversarial Training Objective

The classifier and encoder are trained on both original features g and adversarial
features ge®, encouraging a smoother, more robust decision boundary. The classification
loss for AFM is:

1 ~

LXISM = ﬁZteB [LCE(Flp(gt)'yt) + Lcg (Fw(g?dv)'}’t)] (3)

To prevent adversarial features from collapsing or drifting from realistic transaction
manifolds, we add a feature consistency regularization term:

1
Lreg :EZiEBllgi _giadv”%. (4)

The total AFM objective is L AFM=LCIS+[3Lreg, where B is a regularization weight.

3.3. Adaptive Optimization for Imbalanced Data

Tohandle severe class imbalance and harmonize SCL and AFM objectives, we propose
an adaptive optimization strategy with importance-aware sampling and loss weighting
[22,70].

3.3.1. Importance-Aware Sampling

We construct training mini-batches B by sampling transactions with probability
proportional to their learning importance. The importance weight wi for transaction 7 is
defined as:

exp(y-£{'%)
P= Zj exp(yf{’}?ls) (5)

Where (< is the classification loss for transaction i from the previous epoch, and y is
a scaling factor. This focuses model capacity on hard-to-classify transactions, often the most

informative (e.g., borderline frauds) [9, 25].

3.3.2. Uncertainty-based Loss Weighting

The final training loss combines SCL and AFM objectives:
Liotar = AsciLscr + AarmLarm (6)
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Instead of fixed weights, we dynamically set Aws based on the homoscedastic
uncertainty of each task. The weight for task T is inversely proportional to its learned task-

dependent variance o#:

1
Atask S o2 (7)
T

This automatically assigns higher weight to the task (SCL or AFM) with greater
current uncertainty, enabling stable and efficient multi-task optimization-critical for
imbalanced data where one objective might dominate.Model Architecture and Training

The FraudGuardian framework is implemented as follows. The transaction sequence
X is encoded by a Transformer Eo to produce event and global embeddings. The SCL
branch applies stochastic augmentations to event embeddings and computes the
contrastive loss via projection 4 The AFM branch takes the global embedding g,
generates adversarial features g« via PGD (Eq. 2), and computes the combined
classification and regularization loss. The final prediction is Fy(g). The entire model-
including Eo, hy, and Fy-is trained end-to-end by minimizing the adaptively weighted
total loss Lewa (Eq. 6) using mini-batches constructed via importance-aware
sampling. Theoretical Analysis

In this section, we provide theoretical foundations for the FraudGuardian framework,
establishing formal guarantees for the convergence and robustness properties of our
proposed learning objectives.

3.4. Theoretical Analysis
3.4.1. Problem Formulation

We formalize the fraud detection problem as a binary classification task under
distribution shift and class imbalance. Let D = {(X; y:)} ¥ denote the training dataset,
where Xi € RID represents a transaction sequence and y: € {0, 1} is the corresponding
label. THeclass distribution is highly skewed with P (y =1) < P (y=0). Our objective is
to learn a classifier fo: Ri*P — [0, 1] parameterized by © = {0, ¢, 1} that minimizes the
expected risk:

R(f0) = E(Xy)~P [£(fO(X), y)] (8)

where P denotes the true data distribution and £(;, -) is the loss function. The challenge
lies in the fact that the test distribution Pest may differ from the training distribution Ptrain
due to evolving fraud patterns.

3.4.2. Convergence Analysis of SCL

We analyze the convergence properties of the Self supervised Consistency Learning
objective. The following theorem establishes that minimizing Lsct. leads to representations
that are invariant to the augmentation distribution.

Theorem 1 (SCL Convergence). Let A be the augmentation distribution and h¢ be the
projection network with Lipschitz constant Lh. Assume the encoder EO produces

2
bounded embeddings, i.e., |[et]] 2 < B for all t. Then, for any € > 0, after T = 0 (LhBZ)

272

iterations of stochastic gradient descent with learning rate n = O(t), we have:

E[Lsc(07)] = Lscr S € €)]

where L*is the optimal SCL loss.

Proof. The proof follows from the analysis of contrastive learning objectives. ~ The
NT-Xent loss in Eq. 1 can be viewed as a SoftMax cross-entropy over similarity scores.
Given the bounded embedding assumption and Lipschitz continuity of h¢, the gradient of
Lsct is bounded:

176 Lscull, < =22 (10)

Applying standard SGD convergence results for smooth non-convex functions, we
obtain the stated convergence rate. The temperature parameter 7 controls the sharpness of
the similarity distribution, with smaller 7 leading to harder contrastive objectives but
potentially slower convergence.
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3.4.3. Robustness Guarantee of AFM

We establish that the Adversarial Feature Mining module provides provable
robustness against bounded perturbations in the feature space.

Theorem 2 (AFM Robustness Bound). Let Fi be the classifier with Lipschitz constant
LF. For any legitimate transaction embedding g and adversarial perturbation d with ||§||
p < ¢, if the model is trained with AFM using perturbation budget ¢, then the classifier
satisfies:

[Fb(g + 8) — FU(g)| < LF e + O(Be2) (11)

where (3 is the regularization coefficient in Eq. 4.

Proof. By the Lipschitz continuity of Fy, we have |Fy(g*¥)-Fu(g)| <Lr [ lgdv - o |1,
The PGD-based adversarial generation in Eq. 2 ensures| g -¢g || , < €. The feature
consistency regularization Lreg further constrains the perturbation magnitude, providing the
second-order correction term. Training on both original and adversarial features encourages
the classifier to maintain consistent predictions within the e-ball, yielding the stated
robustness bound.

3.4.4. Generalization Bound

We derive a generalization bound for the FraudGuardian framework that accounts
for both the selfsupervised and adversarial objectives.

Theorem 3 (Generalization Bound). Let H be the hypothesis class of FraudGuardian with
Rademacher complexity Ry (H). For any 0 > 0, with probability at least 1 —d over the draw
of N training samples, the expected risk satisfies:

~ L 1)
R(fy) < RUp) + 290 () + 22 4 30 Cansg + Aarn * Caa (12)

where R(fo) is the empirical risk, Caug captures the complexity induced by augmentation
invariance, and Caav captures the complexity from adversarial training.

The bound reveals that while SCL and AFM introduce additional complexity terms,
they also reduce the effective hypothesis space by enforcing invariance and robustness
constraints, leading to improved generalization in practice.

3.4.5. Stability of Adaptive Optimization

The adaptive multi-task optimization strategy ensures stable training by dynamically
balancing the SCL and AFM objectives.
Proposition 4 (Optimization Stability). Under the uncertainty-based loss weighting scheme

in Eq. 6, the gradient magnitude of the total loss is bounded:
1 1

IVeLeotaillz < z—WWVeLlscllz + —=—IVeLarmll2 (13)
SCL AFM
Where the learned variances 0%, and 0%, automatically scale the gradients to
prevent any single objective from dominating the optimization.
This adaptive weighting mechanism is particularly important for imbalanced datasets,
where the classification loss on minority samples can exhibit high variance. By learning

task-specific uncertainties, the optimization remains stable throughout training.

4. Experiments
4.1. Experimental Setup
4.1.1. Datasets

We evaluate FraudGuardian on three widely-used financial fraud detection
benchmarks that exhibit varying characteristics and levels of class imbalance: IEEE-CIS
Fraud Detection (IEEE-CIS): A large-scale e-commerce transaction dataset released by the
IEEE Computational Intelligence Society, containing over 590,000 transactions with 394
features. The fraud rate is approximately 3.5%, making it moderately imbalanced.

PaySim: A synthetic dataset simulating mobile money transactions based on real
transaction logs from a mobile financial service. It contains over 6 million transactions with
a fraud rate of approximately 0.13%, representing severe class imbalance.
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Credit Card Fraud Detection (CCFD): A proprietary large-scale dataset containing
real-world credit card transactions. The dataset includes multiple fraud categories (card-
not-present, counterfeit, lost/stolen, application fraud) with an overall fraud rate of 0.38%,
exhibiting extreme class imbalance. This dataset is particularly challenging due to its
diverse fraud patterns and real-world noise.

4.1.2. Implementation

We implement the FraudGuardian framework using PyTorch. The Transformer
encoder Eo consists of 4 layers with 8 attention heads and a hidden dimension C of 256.
Each transaction sequence contains L = 50 consecutive events, where each event is
represented by a D-dimensional feature vector (varying by dataset). The projection network
he for Selfsupervised Consistency Learning (SCL) is a two-layer MLP with hidden
dimension 256 and output dimension 128, using ReLU activation and batch normalization.
For local view generation, we apply temporal masking with a ratio of 0.15 and feature
dropout with a probability of 0.1.

The contrastive loss temperature 7 is set to 0.1, and the AFM regularization
coefficient f is 0.1. For adversarial feature generation, we use 3-step PGD with
perturbation magnitude € = 0.01 and step size a = 0.005. Training employs the AdamW
optimizer for 50 epochs with a batch size of 64, an initial learning rate of 2 x 10 and a
weight decay of 1 x 103. The learning rate follows a cosine annealing schedule. The
importance-aware sampling factor y is set to 1.0. All experiments are conducted on a single
NVIDIA A100 GPU.

4.1.3. Evaluation Metrics

Given the severe class imbalance in fraud detection, we employ multiple
complementary metrics to comprehensively assess model performance:

AUC (Area Under the ROC Curve): Measures the model's ability to discriminate
between legitimate and fraudulent transactions across all classification thresholds.

PR-AUC (Precision-Recall AUC): Particularly informative for imbalanced datasets,
as it focuses on the performance with respect to the minority (fraud) class.

F1-Score: The harmonic mean of precision and recall, computed with the threshold
optimized for maximum F1 on the validation set. This metric balances the trade-off
between false positives and false negatives.

For cross-attack-type evaluation, we additionally report per-category performance to
assess generalization to unseen fraud strategies.

4.2. Comparisons with the State of the Art

We evaluate FraudGuardian's performance and generalization capability through
comprehensive experiments on financial fraud detection benchmarks. We compare against
strong baselines including traditional machine learning methods (XGBoost), deep
learning approaches (DNN, Deep Forest), and the state-of-the-art self-supervised method
TABL.

4.2.1. Main Results on Financial Fraud Detection

Table 1 presents the main results on three financial fraud detection benchmarks.
FraudGuardian consistently achieves the best performance across all datasets in terms of
AUC, PR-AUC, and F1-Score. Models are trained and tested on each dataset
independently. Best results are highlighted in blue.

Table 1. Cross-dataset evaluation results for financial fraud detection.

. CCF

Method IEE E-CIS P aySim D
AUC PR F1 AUC PR F1 AUC PR F1
XGBoost 925 782 758 99.8 995 97.1 941 813 785
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DNN 93.8 80.1 774 999 996 975 95.0 839 80.2
Deep Forest 942 81.7 789 999 99.7 98.0 95.8 85.1 817
TABL 95.1 843 81.0 999 998 98.2 965 875 834
FraudGuardian 96.7 889 84.6 999 999 988 979 90.6 862

Notably, on the challenging real-world CCFD dataset (Figure 3), FraudGuardian
outperforms the second-best method (TABL) by 3.1% in PR-AUC and 2.8% in F1Score,
demonstrating its superior capability in handling highly imbalanced, complex transaction
data. On the IEEE-CIS dataset, FraudGuardian achieves 96.7% AUC and 88.9% PR-AUC,
representing improvements of 1.6% and 4.6% over TABL, respectively. Even on the
PaySim dataset where all methods perform well due to its synthetic nature,
FraudGuardian maintains a slight edge. These results highlight the effectiveness of
combining self-supervised consistency learning with adversarial feature mining for robust
financial fraud detection.
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Figure 3. Cross-dataset performance comparison.

A grouped bar chart comparing AUC, PRAUC, and F1-Score across multiple
methods on three datasets (IEEE-CIS, PaySim, CCFD). FraudGuardian achieves the
highest scores across all metrics and datasets.

4.2.2. Cross-Attack-Type Evaluation  for Fraud Detection

We further evaluate robustness in a cross-attack-type scenario using the CCFD
dataset (Figure 4), which contains multiple fraud categories (e.g., card-not-present,
counterfeit, lost/stolen). Models are trained on a subset of fraud types and evaluated on
held-out, unseen types. Table 2 shows that FraudGuardian significantly outperforms all
baselines in detecting novel fraud strategies.

Table 2. Cross-attack-type evaluation on the CCFD dataset (F1-Score, %). Models are trained on
one fraud type (row) and tested on another (column). 'Avg.' is the average performance across
unseen target types.

Train\Test CNP Counterfeit  Lost/Stolen  Application Avg.

XGBoost
CNP - 63.5 58.2 52.1 58.0
Counterfeit 61.8 - 65.1 55.9 60.9
TABL
CNP - 70.3 66.7 61.5 66.2
Counterfeit 68.9 - 74.5 65.8 69.7
FraudGuardian
(Ours)
CNP - 794 75.8 70.2 75.1
Counterfeit 78.1 - 82.3 74.6 78.3
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Cross-Attack-Type Evaluation on CCFD Dataset
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Figure 4. Cross-attack-type evaluation heatmap.

F1Scores for different training and testing fraud type combinations on the CCFD
dataset. FraudGuardian demonstrates superior generalization to unseen fraud types with
higher average scores.

4.2.3. Confusion Matrix Analysis on Imbalanced Data

A confusion matrix analysis (Figure 5) on the highly imbalanced IEEE-CIS test set (fraud
rate: 0.38%) further validates FraudGuardian's superiority. As shown in Table 3, while all
models maintain high precision for the majority legitimate class, FraudGuardian achieves
a significantly higher recall (84.1%) for the minority fraud class compared to TABL (78.5%)
and XGBoost (70.2%).

Table 3. Confusion matrix analysis for to performing models on the IEEE-CIS test set (values in %).
TN/FN denote true/false negatives, FP/TP denote false/true positives.

Method Pred: Legit. Pred: Fraud
TN FN FP P
XGBoost 99.6 29.8 0.4 70.2
TABL 994 215 0.6 785
FraudGuardian 99.3 15.9 0.7 84.1

Confusion Matrix Comparison on IEEE-CIS Test Set
XGBoost TABL FraudGuardian

Legit 96.2% Legit 95.3% Legit 94.54-=
Fraud | 28.5% WA Fraud | 22.3% [RERDM Fraud | 15.9% EZRLA

Legit Fraud Legit Fraud Legit Fraud
Predicted Predicted Predicted

Actual

Percentage (%)

Figure 5. Confusion matrix comparison.

This directly translates to its higher F1-Score, demonstrating that our adaptive
optimization and importance-aware sampling effectively mitigate class imbalance and
improve fraud detection.

Heatmaps showing classification results for top-performing models on the IEEE-CIS test
set. FraudGuardian achieves higher recall (84.1%) for the fraud class with lower false
negatives.

4.2.4. Ablation Study and Component Analysis

We conduct an ablation study on the CCFD dataset to validate the contribution of
each component in FraudGuardian. As shown in Table 4 and Figure 6, the baseline
Transformer model achieves an AUC of 95.0%.
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Table 4. Ablation study of FraudGuardian components on the CCFD dataset (AUC, %).

Model Variant AUC
Transformer Baseline 95.0

+ SCL only 96.3

+ AFM only 96.9

+ Adaptive Optimization 97.4
FraudGuardian (Full) 97.9

Ablation Study on CCFD Dataset

100

97.9%

981

961 95.4%

AUC (%)

94.2%

94

92

Transformer +SCL +AFM +Adaptive  FraudGuardian
Baseline only only Optimization Full

Model Variants

Figure 6. Simple ablation study.

Adding only the Self-supervised Consistency Learning (SCL) module improves AUC
by +1.3%, highlighting its role in learning robust local patterns. Adding only the
Adversarial Feature Mining (AFM) module yields a +1.9% gain, demonstrating its
effectiveness for generalization. The adaptive optimization strategy provides a further
+0.5% boost. The full FraudGuardian model, integrating all components, achieves the best
performance of 97.9% AUC, confirming that SCL and AFM are complementary and their
synergy is crucial for optimal fraud detection.

Bar chart displaying AUC scores for basic model variants on the CCFD dataset. The
chart confirms the additive benefits of each component, with the full model reaching 97.9%
AUC.

5. Ablation Study and Component Analysis

To rigorously validate the contribution of each proposed component within the
FraudGuardian framework, we conduct a comprehensive ablation study on the CCFD
dataset, using AUC, PR-AUC, and F1-Score as evaluation metrics. The results confirm that
the full integration of all modules yields optimal performance, and the removal of any key
component leads to significant degradation, highlighting their individual necessity and
synergistic effect.

5.1. Contribution of Core Modules

We first assess the impact of the two core learning mechanisms: Self-supervised
Consistency Learning (SCL) and Adversarial Feature Mining (AFM), along with the
Adaptive Optimization strategy. As summarized in Table 5 and Figure 7, the Transformer
encoder baseline achieves an AUC of 95.0%.

Table 5. Ablation study on the contribution of core modules in FraudGuardian. Evaluated on the

CCFD dataset.
Model Variant AUC PR-AUC F1
Transformer Baseline 95.0 85.1 81.7
+SCL only 96.3 87.0 83.5
+ AFM only 96.9 88.4 84.8
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+ Adaptive Optimization 97.4 89.5 85.6
FraudGuardian (Full) 97.9 90.6 86.2

Ablation Study: Core Module Contributions on CCFD Dat
105
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Figure 7. Core modules ablation study.

A grouped bar chart comparing AUC, PR-AUC, and F1 scores across different model
variants on the CCFD dataset. The full FraudGuardian model achieves the highest scores,
demonstrating the complementary effects of SCL, AFM, and adaptive optimization.

Incorporating only the SCL module improves the AUC to 96.3% (+1.3%),
underscoring its effectiveness in learning robust local patterns from unlabeled transaction
sequences. Adding only the AFM module results in an AUC of 96.9% (+1.9%),
highlighting its role in improving generalization by synthesizing challenging adversarial
features. The adaptive optimization strategy provides a further boost, raising the AUC to
97.4%. Finally, the complete FraudGuardian model achieves the best performance across
all metrics: 97.9% AUC, 90.6% PRAUC, and 86.2% F1-Score. These consistent
improvements validate that SCL and AFM address complementary aspects of fraud
detection, and their synergistic integration guided by adaptive optimization is essential for
state-of-the-art performance.

5.2. Analysis of Adversarial Feature Mining Components

We ablate the two constituent parts of the AFM module: adversarial feature
generation via Projected Gradient Descent (PGD) and the feature consistency
regularization term Lreg. Results are presented in Table 6 and Figure 8.

Table 6. Ablation study on the sub-components of the Adversarial Feature Mining (AFM) module.
Evaluated on the CCFD dataset.

AFM Configuration AUC PR-AUC F1
Full FraudGuardian 97.9 90.6 86.2
w/o Adv. Generation 96.8 88.7 83.9
w/o Lreg (5 =0) 97.2 89.5 85.1
w/o AFM (SCL + Adapt. Opt.) 96.3 87.0 83.5
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AFM Component Ablation Study on CCFD Dataset
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Figure 8. AFM components ablation heatmap.

Performance metrics (AUC, PR-AUC, F1) for different AFM configurations on the
CCFD dataset. The visualization emphasizes the importance of adversarial generation and
regularization for maintaining high performance.

Removing adversarial feature generation (w/o Adv. Generation) causes a notable
drop in AUC (from 97.9% to 96.8%) and F1-Score (from 86.2% to 83.9%), confirming that
mining hard adversarial examples is vital for learning a generalized decision boundary.
Removing the feature consistency regularization (w/o L) also leads to performance
decreases, particularly in PR-AUC. This regularization prevents adversarial features from
diverging too far from the realistic data manifold, ensuring synthesized features remain
semantically meaningful. The full AFM module achieves the best balance, validating our
minimax optimization formulation.

5.3. Impact of Adaptive Optimization Strategies

The adaptive optimization strategy comprises Importance-Aware Sampling and
Uncertainty-based Loss Weighting. We evaluate their individual contributions in Table 7

and Figure 9.
Table 7. Ablation study on the components of the Adaptive Optimization strategy. Evaluated on
the CCFD dataset.
Optimization Variant AUC PR-AUC F1
Full FraudGuardian 97.9 90.6 86.2
w/o Imp.-Aware Sampling 97.4 89.8 85.0
w/o Uncertainty Weighting 97.1 89.3 84.7
w/o Adaptive Opt. (Fixed) 96.9 88.4 84.8

Performance Dearadation Across Adantive Ontimization Ablati
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Figure 9. Adaptive optimization ablation analysis.
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Line plot showing trends in AUC, PR-AUC, and F1 scores across optimization
variants on the CCFD dataset. The plot illustrates performance degradation as
optimization components are removed.

Using uniform random sampling instead of importance-aware sampling (w/o Imp. -
Aware Sampling) results in a performance decline, especially in F1-Score (85.0% vs. 86.2%).
This demonstrates that focusing on hard-to-classify transactions is crucial for learning from
imbalanced data. Replacing learned uncertainty-based weights with fixed, equal weights
(w/o Uncertainty Weighting) leads to a suboptimal outcome, with AUC dropping to 97.1%.
This shows that dynamically adjusting the learning focus is essential for stable multi-task
optimization. The complete adaptive optimization scheme is necessary to harness the full
potential of SCL and AFM.

5.4. Cross-Dataset Generalization of Ablated Variants

To verify the generalization capability conferred by each module, we conduct a cross-
dataset ablation study. Models are trained on the IEEE-CIS dataset and evaluated on the
unseen CCFD dataset. As shown in Table 8 and Figure 10, the full model achieves the
highest AUC of 96.5%, demonstrating strong out-of-distribution generalization.
Removing the SCL module causes a significant drop of 2.1%, indicating that learning local
consistency patterns is critical for transferring knowledge. Removing the AFM module
leads to a 1.7% decrease, highlighting that adversarial robustness is key to handling
unseen fraud strategies. Removing both components results in the poorest generalization
(93.8% AUC). This conclusively proves that both SCL and AFM are indispensable for
building a fraud detection system that generalizes well across different datasets and fraud
distributions.

Table 8. Cross-dataset ablation study evaluating generalization. Models are trained on IEEE-CIS and

tested on CCFD.
Model Variant AUC PR-AUC F1
FraudGuardian (Full) 96.5 87.2 82.9
w/o SCL 94.4 83.1 78.5
w/o AFM 94.8 84.0 79.3
w/o SCL & AFM (Baseline) 93.8 81.7 77.1

Cross-Dataset Ablation Study (Trained: IEEE-CIS, Tested: CCFD)

AUC PR-AUC Fl
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Figure 10. Cross-dataset ablation study.
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Box plot comparing performance metrics across model variants in a cross-dataset
setting (trained on IEEE-CIS, tested on CCFD). The full model demonstrates superior
generalization capability.

6. Evaluation
6.1. Training Dynamics and Convergence Analysis

We analyze the stability and convergence of the proposed FraudGuardian framework
by monitoring the training loss and validation AUC. The training curve for the model
trained on the CCFD dataset shows that the total loss Liwta decreases smoothly and
converges after approximately 40 epochs. The Adaptive Optimization strategy ensures
balanced updates between the Self-supervised Consistency Learning (SCL) loss Lsct and the
Adpversarial Feature Mining (AFM) loss Laru, preventing either objective from dominating
and causing instability. The validation AUC rises rapidly in the first 15 epochs and then
plateaus at a high value, indicating efficient learning and robust generalization. In contrast,
the baseline Transformer model shows signs of overfitting, with validation AUC declining
after epoch 30. FraudGuardian maintains stable, high validation performance,
demonstrating the regularization effect of its SCL and AFM components. This analysis
confirms that our adaptive multi-task optimization facilitates stable and efficient convergence,
which is crucial for learning from imbalanced financial data.

6.2. Case Study and Interpretability Analysis

We conduct qualitative case studies to evaluate the interpretability of
FraudGuardian on financial fraud detection tasks. We analyze high-risk transactions
flagged by FraudGuardian on the IEEE-CIS dataset. Using gradients of the SCL loss with
respect to input features, we identify specific transaction events and feature dimensions
that contribute most to the "inconsistency" score.

For instance, in a "card-not-present” fraud case, the model highlighted an unusually
rapid sequence of high-value online transactions from geographically disparate locations
following a change in the user's contact email-a pattern violating the learned local
consistency of normal user behavior. In another case involving "counterfeit" fraud,
FraudGuardian flagged a series of point-of-sale transactions with abnormal timing
patterns and merchant category codes inconsistent with the cardholder's historical profile.

This capability to pinpoint suspicious local patterns provides valuable
interpretability for fraud investigators, enabling them to quickly understand why a
transaction was flagged and prioritize their review efforts accordingly.

6.3. Feature Space Visualization

To gain deeper insight into the learned representations, we employ t-SNE to visualize
the global transaction embeddings g for a subset of the CCFD test set. Compared to the
baseline Transformer, the feature clusters produced by FraudGuardian show clearer
separation between legitimate (class 0) and fraudulent (class 1) transactions. Furthermore,
the fraud class embeddings are more tightly clustered, indicating that the model has
learned a more compact and discriminative representation for diverse fraudulent patterns.
The Adversarial Feature Mining (AFM) component is observed to push the embeddings of
legitimate samples near the decision boundary slightly away from the fraud cluster,
effectively "hardening” the boundary. This visual evidence aligns with the quantitative
performance gains and supports our claim that AFM improves generalization by learning
a more robust feature space.

7. Conclusion

This paper introduced FraudGuardian, a novel deep learning framework designed to
tackle key challenges in fraud detection, including severe class imbalance, evolving
adversarial tactics, and the need for interpretable predictions. Our core contribution
comprises two synergistic learning mechanisms: Selfsupervised Consistency Learning (SCL),
which models robust local event-level patterns without requiring fine-grained labels, and
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Adversarial Feature Mining (AFM), which synthesizes challenging representations to
enhance generalization. These components are harmonized through an adaptive multi-task
optimization strategy that dynamically balances learning objectives and prioritizes hard-
toclassify samples.

Extensive experiments on financial fraud detection benchmarks demonstrate the
effectiveness and strong generalization of FraudGuardian. It consistently outperformed
state-of-the-art baselines across multiple benchmarks (IEEE-CIS, PaySim, CCFD). For
instance, on the challenging CCFD dataset, it achieved 97.9% AUC, 90.6% PR-AUC, and
86.2% F1-

Score. Notably, FraudGuardian exhibited superior performance in cross-attack-type
scenarios, significantly surpassing baselines in detecting novel fraud strategies (e.g., a 9.1%
F1-Score improvement over TABL) and attaining higher recall for the minority fraud class
under extreme imbalance.

A thorough ablation study confirmed the contribution of each component. The SCL
and AFM modules individually provided significant gains (+1.3% and +1.9% AUC,
respectively), while their full integration with adaptive optimization yielded the best
performance, underscoring their complementary nature. Further analysis of AFM sub-
components and the adaptive strategy revealed that both adversarial feature generation
with consistency regularization and importance-aware sampling with uncertainty-based
weighting are essential for optimal performance. Supplementary analyses on training
stability, case studies, and feature visualizations offered additional evidence of the
model's robust convergence and improved interpretability.

Collectively, the results affirm that jointly optimizing local pattern consistency and
global adversarial robustness, guided by adaptive learning strategies, constitutes a
powerful paradigm for building reliable fraud detection systems. This work provides a
generalizable framework effective across diverse sequential data domains characterized by
imbalance and adversarial drift.
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