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Abstract: With the advent of the era of data sovereignty, the traditional principle of national treat-
ment (NT) in international investment law faces significant challenges. Digital sovereignty empha-
sizes a state's absolute control over cross-border data flows and technical standards, prompting
countries to impose trade barriers such as data localization and unfair digital taxes, which conflict
with the principle of non-discrimination. This paper focuses on the dynamic balance between data
sovereignty and national treatment, analyzing the root causes of their conflict, including the tension
between sovereignty and open markets and the ambiguity of exception clauses. Measures strength-
ening digital sovereignty — such as fragmented technical standards and digital services taxes —
exacerbate hidden discrimination against foreign investors, posing key dilemmas for the implemen-
tation of NT in the digital era. This study aims to explore institutional innovations that reconcile
controllable market access with security interests, contributing to the reform of international invest-
ment law.
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1. Introduction

The advent of the era of data sovereignty has restructured the global economic de-
velopment order, and the principle of national treatment (NT) in traditional international
investment law, that is, the host nation should grant foreign enterprises the same treat-
ment as domestic companies, is facing a great challenge [1]- The reason is that digital sov-
ereignty puts more emphasis on the absolute control of the state over the cross-border
flow of data and technical standards, which reflects the serious exclusivity [2]. The global
advancement of the digital currency economy increasingly relies on open and equitable
markets. The two are bound to have policy conflicts: host countries often set up trade
barriers such as data localization and unfair digital taxes, all of which may lead to poten-
tial deviations in national treatment; and investors' strong demand for free market access
under the principle of "non-discrimination" also creates anxiety over sovereign intrusion.
This contradiction reflects that the current international investment law is undergoing a
transformation from "Investment Liberalization" to "Data Security Governance" [3,4].

This essay focuses on the dynamic balance between data security governance and
national treatment in the era of digital sovereignty, and tries to answer two core questions:
how to balance the demands of digital sovereignty and the effective realization of national
treatment? What kind of institutional innovation does the principle of NT need to achieve
adaptability in the context of the digital age? This research aims to transcend the tradi-
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tional "zero-sum game" framework by exploring a balanced model that integrates "hier-
archical data management" and "technical support", thereby contributing to the theoreti-
cal foundation for a reformed international investment system that accommodates both
"controllable market access" and "security interests".

2. The Root Causes of the Contradiction between Data Sovereignty and National
Treatment

The practical conflict between the framework of data sovereignty protection and the
principle of NT in the original cross-border investment law is essentially the impact of
national sovereignty governance and the opening of the global market in the digital age.
The core contradictions can be summarized into two aspects. Both represent key obstacles
to achieving the principle of national treatment in the digital era.

2.1. Sovereignty First or Open Markets

Digital sovereignty places greater emphasis on the state's absolute control over data,
information, and technology. Its core lies in safeguarding national information security
and public interests [5]. For instance, some countries' data protection frameworks, such as
the cross-border data transmission review mechanisms established in their data security
laws, regard data localization as a key expression of digital sovereignty [6]. Such policies
encourage foreign investors to consider storing data within the host nation's territory or
may mandate restrictions on cross-state data flows through technical standards, to ensure
that the host country's government supervises key data [6]. However, in the principle of
national treatment, the host state needs to treat foreign companies and native enterprises
equally regarding access conditions and regulatory measures [1]. The legal basis for this
is to better promote the free cross-border flow of capital to eliminate market barriers.

The conflicting demands of digital sovereignty and national treatment also reflect a
fundamental opposition in policy goals. Take data localization as an example. To meet the
data storage requirements of the host country, foreign investors need to establish addi-
tional local data centers. However, domestic enterprises, being located in the host country,
can naturally avoid such costs. This disparity in compliance costs constitutes a deviation
from the principle of national treatment, but host countries often justify it based on "data
sovereignty security risks".

It is not difficult to see that the underlying contradiction lies in the host country's
anxiety over sovereign intrusion. The globalization driven by the digital economy heavily
depends on cross-border data flows and technological exchange. However, host nations
inevitably harbor concerns that such openness may render their technologies vulnerable
to foreign investors or lead to domestic sensitive information being compromised by ex-
ternal entities, thereby posing significant security risks. This pervasive anxiety has
prompted countries to reinforce their sovereign boundaries through legislative measures.
Take, for example, some countries' restrictions on certain foreign technology providers,
which, though framed as national security measures, arguably reflect elements of digital
protectionism. Although these actions are framed as "Security Protection”, they arguably
reflect elements of "Digital Protectionism". which stands in stark contrast to the non-dis-
crimination principle inherent in national treatment.

2.2. The Equivocal Notion of Exception Clauses

International investment agreements typically include exceptional provisions related
to national security and public policy, which, in principle, permit host countries to deviate
from the implementation of national treatment under certain circumstances. However,
due to the extremely ambiguous semantics of the exception clause, host countries often
abuse the exemption mechanism.

It is evident from the expansion of the notion of "State Security" that host countries
can readily integrate data supervision measures into their security frameworks. In 2020,
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the United States, citing national security reasons, launched an investigation into TikTok
and issued an executive order demanding a ban on its operations within the country, de-
manding a ban on its related business in the US [7]. In response, the company filed multi-
ple lawsuits, arguing that there was no substantial security threat and that the ban could
lead to unjustified economic loss, demonstrating that there was no substantial risk of eco-
nomic losses to the defendant. Ultimately, a federal court issued a preliminary injunction
to halt the enforcement of Trump's executive order.

From the perspective that "Public Policy" can be regarded as an exception, it has ex-
acerbated the uncertainty of the provisions. Specifically, host countries may leverage this
rationale to impose additional restrictions on the digital services provided by foreign in-
vestors, while local enterprises benefit from exemption treatments [8]. Such differentiated
regulatory practices are challenging to accurately identify as discrimination in judicial
proceedings and are likely to lead international arbitral tribunals into a dilemma regard-
ing the "Legitimacy of Purpose" [8]. A prominent example is the European Union's Digital
Markets Act (DMA), which imposes specific obligations on large technology companies
through its "Gatekeeper" framework. Although these measures are not explicitly directed
at foreign investors, they create potential for discriminatory treatment [9]. These also high-
light the risk that exceptional provisions may be strategically applied by host countries,
potentially turning into an instrument for digital protectionism. Fundamentally, these is-
sues pertain to acquiring technological advantages through discriminatory regulations,
which contravene the principle of national treatment.

Both of the aforementioned root causes of conflicts reflect existing institutional con-
tradictions. In the context of traditional international investment, there is a tendency to-
wards "Investment Freedom" to maximize returns, while in the era of digital sovereignty,
"Risk Control" is given priority. The former relies more on the principle of NT to promote
the liquidity of transnational capital, while the latter primarily reinforces the exclusivity
of the digital domain through sovereign boundaries.

3. Key Dilemma to the Execution of National Treatment in the Digital Era

Strengthening digital sovereignty, while safeguarding national security, also has
multiple impacts on the actualization of the principle of NT. The host country often re-
stricts cross-border data flows and adopts differentiated regulatory models, which inevi-
tably constitute an intangible "Digital Sovereignty Barrier" for foreign investors, resulting
in a continuous impact on the utilization of the principle of NT in the data field.

3.1. Data Sovereignty Protection and the Fragmentation of Technical Standards

It is certain that the core of digital sovereignty lies in the control over data. Host
countries often restrict the outflow of data through measures such as local data storage
and cross-border transmission review [2]. Although these measures are justified on the
grounds of national security, they often introduce institutional risks of indirect discrimi-
nation against foreign investors [2].

According to Article 36 of China's Data Security Law, the export of "Important Data"
requires a security assessment. However, regulatory uncertainty and inconsistent inter-
pretations of what constitutes "important data" create ambiguity, leading to unpredictable
compliance risks for foreign enterprises, which inevitably leads to unpredictable compli-
ance risks for foreign enterprises [6]. In 2021, Didi Chuxing was reviewed and taken down
by the China Cybersecurity Review Office due to cross-border data flow issues. While the
case did not directly involve discriminatory treatment against foreign shareholders, it
nevertheless highlighted the potential threat of data sovereignty policies to foreign inves-
tors. Meanwhile, countries are differentiating to strengthen their national digital sover-
eignty by implementing technical standards, which also exacerbates market fragmenta-
tion on another level. An illustrative case is India's Digital Personal Data Protection Act,
which stipulates that "Sensitive Data" must be processed locally, but the classification

Vol. 1 No. 1 (2025)

20


https://pinnaclepubs.com/index.php/IJLPS

International Journal of Law, Policy & Society https://pinnaclepubs.com/index.php/IJLPS

standards lack transparency, which may pose challenges for foreign enterprises to make
rational predictions [10]. Although none of these policies explicitly exclude foreign enter-
prises, their implementation will all lead to practical difficulties in the principle of national
treatment.

3.2. Digital Tax Injustice and Hidden Discrimination Regulation

The Digital Services Tax (DST) can be regarded as a manifestation of the domain ex-
pansion of digital sovereignty. The design of its tax rate and the taxable objects all imply
discriminatory tendencies towards foreign enterprises, triggering disputes over national
treatment. Take the digital services tax in France in 2019 as an example. The tax rate was
3%, with "Digital Services Revenue" as the tax base. The tax targets were aimed at enter-
prises with worldwide earnings exceeding 750 million euros and French revenue exceed-
ing 25 million euros. Although the tax targets seemed universal, more than two-thirds of
the companies were from the United States. In particular, the tax disproportionately af-
fected large U.S.-based technology companies such as Google and Amazon, raising con-
cerns about its de facto discriminatory impact. However, from the perspective of national
treatment, among the actual taxable objects, almost no French companies were affected,
which also indicates that the policy is discriminatory in fact. In addition, it also includes
the hidden regulatory discrimination brought about by the era of digital sovereignty. The
Huawei v. FCC case in 2021 is a typical example. The FCC banned U.S. telecom operators
from purchasing equipment from certain foreign suppliers, citing national security risks
as justification. While the policy does not explicitly target foreign investors, its selective
application may imply de facto differential treatment, in essence, under its continuous
supervision, it emphasizes that Huawei constitutes a threat to the security of the US com-
munication system [11]. From another perspective, this is a kind of differential treatment
because domestic companies in the US do not pose the same risk. All these reflect that the
"National Security Exception” is constantly expanding into an invisible barrier, eroding
the realization of equal national treatment.

4. Balanced Approach

The commonality of the challenges outlined above underscores the predicament
faced by sovereign states and foreign investors in the era of the digital economy. To
achieve a dynamic balance between digital sovereignty and national treatment, it is nec-
essary to avoid excessive market opening leading to the loss of cross-border data control.
Concurrently, attention must be given to upholding the core principles of international
investment law, particularly the principle of National Treatment (NT) [1]. Therefore, a
dynamic linkage model of "Management + Technology" can be considered to be adopted
to construct an innovative framework that takes into account both data sovereignty and
market openness.

4.1. Data Grading Application

The essence of data classification is rooted in the implementation of differentiated
governance. Based on the extent to which data impacts national security, public interests,
and economic competitiveness, it is commonly classified into three hierarchical levels:
core data, important data, and general data, which serve as the stepwise release of sover-
eign sensitive areas [6]. Core data refers to highly sensitive information related to national
defense, military operations, and the overall functioning of the national economy. The
cross-border flow of such data is prohibited, the authority of foreign-funded enterprises
to access such data is restricted, a mandatory localized storage model is implemented, and
and sovereign authority over such data is reinforced [6]. In contrast, important data about
financial transactions and energy networks employs a "Negative List" mechanism that ex-
plicitly delineates sectors where foreign investment is restricted. Conditional cross-border
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transfers are permitted but may be permitted, provided they undergo security assess-
ments to ensure national compliance with risk management protocols. In addition, for the
free flow of general data and information, such as consumer behavior data and publicly
available commercial information, it is necessary to simultaneously meet the basic privacy
protection standards through anonymization processing and other means, thereby thus
enabling the application of national treatment through equal access and regulatory stand-
ards.

Hierarchical governance offers the advantage of a nuanced balance: The host country
can ensure the bottom line of sovereignty by setting up a defense line for core data while
simultaneously preserving the market competitiveness of foreign investors through the
facilitation of general data flow. In India's Digital Personal Data Protection Act (2023),
there is no separate classification for "Sensitive Personal Data"; however, it mandates ad-
herence to guiding principles for data minimisation and purpose constraint [10]. This
framework, to some extent, enables foreign investors to engage in cross-border data trans-
mission under specified conditions, thereby mitigating the risk of trade retaliation that
may arise from comprehensive regional lockdowns [10].

4.2. Linkage of Technology Applications

Essentially, the reduction of institutional frictions between security and openness can
be facilitated through innovative digital technologies. Firstly, Quantum Key Distribution
(QKD) can be employed to securely exchange encryption keys between transacting parties,
thereby enabling data to remain usable yet invisible, preserving utility without compro-
mising confidentiality [12]. Meanwhile, within the GAIA-X framework, a certain degree
of data sharing can be attained by enhancing cross-border data traceability through the
assignment of interoperable unique identifiers. This ensures that cross-border data flows
can support more complex queries with verifiable integrity, thereby enhancing investor
confidence and operational efficiency while improving overall data availability and as-
sisting participants in their ability to search for relevant information [13]. The sensitivity
associated with business-related data necessitates careful consideration of trust, security
maintenance, and privacy preservation. The GAIA-X framework was specifically de-
signed to address the twin challenges of data interoperability and privacy assurance, aim-
ing to build an infrastructure that promotes equal data sharing simultaneously on the
premise of risk reduction [13].

Secondly, the implementation of blockchain technology significantly enhances regu-
latory efficiency by automatically enforcing compliance terms by by replacing conven-
tional agreements with self-executing smart contracts that automate compliance with reg-
ulatory standards [14]. Because of the nature of blockchain as a distributed digital ledger,
it enables secure transaction recording without a third party, thereby reducing data expo-
sure. All these can fundamentally alleviate the anxiety over the cost of manual review and
enhance the transparency of regulation, thereby alleviating the concerns of foreign inves-
tors about "Hidden Discrimination” [14].

The interwoven application of hierarchical data governance and emerging technolo-
gies enables digital sovereignty to be both institutionally enforced through legal frame-
works and operationally maintained through technological infrastructures. Such a model,
on the one hand, can respond to the host country's concerns about "Security Risks", and
on the other hand, it can compress the space for hidden discrimination through techno-
logical means.

5. Adaptive Transformation of the Principle of National Treatment

In the age of emerging big data, the concept of NT must transcend the "Formal Equal-
ity" characteristic of traditional cross-border investment law. It is essential to reconstruct
both technological and regulatory frameworks to achieve a transformation that allows for
the coexistence of "Substantive Equality" and "Controllable Risks". This transformation
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requires simultaneous attention to three aspects: defense, refined standards, and dispute
settlement, in response to the complexity of digital governance itself and the sensitivity of
sovereign security systems.

5.1. Artificial Intelligence Risk Assessment

Implementing traditional national treatment often faces significant challenges and
frequently depends on seeking post-event arbitration relief. Currently, it cannot adapt to
the concealment and real-time nature of the digital supervision era. Artificial intelligence
(Al) and big data technologies can construct a "Risk Prediction" model to identify and flag
emerging risks in advance, thereby enabling a transition from reactive measures to proac-
tive prevention and control strategies. Firstly, one can attempt to analyze the policy texts,
judicial precedents, and enterprise behavioral data of the host country through machine
learning to identify potential misconduct that exists [15]. In addition, Institutions such as
the European Centre for International Political and Economic Affairs (ECIPE) have
tracked global digital trade barriers by mapping policies and found that data localization,
content restrictions, and measures involving foreign investment are all risk points that
may trigger the invocation of national treatment provisions.

Most notably, the host country can pilot the regulatory sandbox model in collabora-
tion with international organizations to test the risks of data flow, to ensure the smooth
implementation of regulatory rules in this field in the future. Such a model can facilitate
the testing of specific compliance procedures and help small and medium-sized enter-
prises avoid unnecessary burdens, thereby preventing disputes over national treatment.

5.2. Reconstruct the Criteria for "Similar Situation”

In traditional international investment treaties, the determination of "Similar Situa-
tions" is generally based on "Similar Products or Services" as the formal standard. How-
ever, in the context of the digital age, characterized by heightened sensitivity surrounding
"Data Sovereignty", it is inevitable to introduce "Data Security Level + Necessary Supervi-
sion" as a dual measurement benchmark. This approach aims to respond to the contro-
versy over the legality of the host nation's invocation of exceptional provisions typical of
national security and public order.

5.2.1. Legitimacy Binding Hierarchical Data Application with Exceptional Provisions

Only 10% of the existing investment treaties contain general exception provisions,
and most of them are limited to "Basic Security Interests" in emergencies [8]. In the digital
age, the reason commonly used by host countries to invoke exception clauses is that data
infringes upon national security [8]. However, the absence of objective determination
standards raises concerns about potential abuse of these exceptions. By clarifying the
scope of application for the exception provisions through the aforementioned balanced
policy, namely "Data Hierarchical Application", this measure means setting differentiated
national treatment obligations for different data risk levels. For example, Tesla has built a
data processing centre in Shanghai in accordance with relevant local laws and policies,
thereby implementing localized data storage and meeting regulatory compliance require-
ments. This stratification can significantly mitigate the risk of host countries excessively
broadening the scope of the "Security Exception Clause", while reducing concerns that
arbitration tribunals may misinterpret or overextend the limits of sovereign discretion due
to the absence of objective criteria.

5.2.2. Transplantation and Application of the Original Experience of International Trade
Law

Take Article 20 of the General Agreement on Tariffs and Trade (GATT) as an illustra-
tive example, which permits member states to implement necessary measures under gen-
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erally exceptional circumstances. Digital governance can still draw on these legal frame-
works to help establish clearer criteria for identifying "data security exceptions". A pri-
mary consideration is the necessity of regulatory measures, which refers to a demonstra-
ble and proportionate need to protect data sovereignty in specific contexts.

For example, the EU's Digital Markets Act (DMA) mandates certain gatekeeper obli-
gations — such as data access and interoperability — designed to reduce the risk of exces-
sive monopolies by enforcing fair platform access. Concurrently, the principle of propor-
tionality remains essential in ensuring fair competition across the digital industry and
preventing instances of discriminatory treatment from arising.

5.3. Establish a New Dispute Settlement Mechanism

In traditional dispute resolution, digital disputes often present significant challenges
due to issues such as outdated rules and systems. Therefore, to address disputes involving
crypto assets, digital contracts, and other matters related to emerging digital technologies,
exploring technology-enabled arbitration models is essential. Since arbitration remains
the most prevalent method for resolving commercial disputes, updating its rules to ac-
commodate digital challenges can serve as a crucial breakthrough; thus, innovating digital
dispute resolution rules can greatly enhance the effectiveness of this process [16]. The UK's
Digital Dispute Resolution Rules allow arbitration to be evaluated simultaneously with
experts, with flexible procedures that are targeted and professional [16].

In addition, a new type of digital copyright protection model, namely blockchain ar-
bitration, has also been introduced in the international practice of digital dispute resolu-
tion. Its emergence serves as a complement to the arbitration database for technical dis-
pute resolution and possesses several distinctive characteristics: these include the auto-
matic suspension of execution facilitated by smart contracts, the selection modes of arbi-
trators that diverge from traditional arbitration practices, and the utilization of encoded
evidence in place of conventional oral testimony, among others.

However, since this arbitration model has not been recognized worldwide, there are
also certain legal controversies. Nevertheless, it is undeniable that this innovative devel-
opment can function as a preferred mechanism for resolving disputes arising from smart
contracts, as resolving such disputes requires relevant technical knowledge, such as block-
chain technology, which precisely reflects that this dispute mechanism aligns with the
technical specificity required for resolving such cases.

The adaptive transformation of the principle of NT in the digital era can seek break-
throughs in the form of a triple merger of the above-mentioned technological support,
rule reconstruction, and dispute settlement, but its feasibility still faces multiple chal-
lenges. The most crucial point is that the expansive interpretation of digital sovereignty
can easily lead to the "exception clause" becoming a perfect excuse for disguised protec-
tionism. This explains why the "gatekeeper" obligations under the EU's Digital Markets
Act have received mixed evaluations internationally, as some view them as necessary
safeguards for digital sovereignty, while others regard them as potential tools for eco-
nomic protectionism.

Furthermore, as a new dispute mechanism, blockchain arbitration has a promising
future trend due to its alignment with technical characteristics. However, caution is still
needed as its decentralized structure is essentially in conflict with traditional arbitration
methods [16]. Therefore, only by adopting the idea of dialectical unity can we avoid falling
into the practical trap of a blanket approach to technology and truly achieve a successful
transformation in national treatment.

6. Conclusion

In the era of digital sovereignty, as the essential conflict between the absolute control
of data security by various countries and the open market demands of foreign investors
intensifies, the dilemma of sovereign states between the two has been highlighted. It also
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indicates that the principles of traditional international investment law are facing chal-
lenges. With the realization of the principle of NT as the core of discussion, Under the
traditional framework, national treatment relies more on the formal equality standard of
"Equal Products or Services", but this reliance — when confronted with data localization
and differentiated digital tax policies — often results in hidden discrimination, as well as
ambiguous interpretations of exception clauses in investment treaties, which also often
result in regulatory abuse of excuses. These problems have all created "Digital Sovereignty
Barriers", eroding the substantive justice of the principle of NT.

To reconcile the above conflicts, this paper proposes a framework that combines "Hi-
erarchical Data Management" and "Technical Support" to achieve a dynamic balance be-
tween sovereignty protection and open markets. By classifying data at different levels,
differentiated governance that balances the two is achieved, aiming to ease concerns over
sovereign data control among host states and alleviate investors' worries about hidden
discrimination. Secondly, in the adaptive transformation of national treatment, it has been
proposed to combine Al early warning with rule reconstruction, integrate sovereignty
priority with international investment principles, and introduce new tools such as block-
chain arbitration in dispute settlement. These measures aim to break through the "Zero-
Sum Game" mindset and truly embark on a broad path from formal equality to substan-
tive equality. While safeguarding data and operational security, while ensuring a control-
lable open market. Ultimately, it can not only guarantee digital sovereignty but also effec-
tively achieve national treatment in the era of big data.
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